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Our mission is simple: we help keep the country safe, in the real world and online. We focus on communications: how to 

access, analyse and – occasionally – disrupt the communications of the UK’s adversaries; and on the nation’s cyber 

security. We work with the Secret Intelligence Service (MI6), MI5, policing, defence and a myriad of partners in the 

private sector and in academia, both in the UK and overseas. 

Our people come from diverse backgrounds and bring unique skills, but we share a passion to make a difference for our 

country. History shows that GCHQ has helped shorten wars, thwart terrorist attacks and apprehend serious criminals. 

To do this, we need to stay one step ahead, as global threats faced by the UK evolve. In today’s increasingly complex 

and interconnected world, GCHQ’s role at the heart of the nation’s security is more vital than ever.

We are experiencing rapidly evolving threats, and are actively embracing new ways of working, including remote-

working and cloud. To support our mission to thrive in a secure, safe and protected way, we need an individual who can 

provide a strategic and influential oversight on cyber security, across the full remit of GCHQ’s engineering and IT tools. 

The postholder will work closely with our National Cyber Security Centre and will embed world-leading cyber security 

frameworks internally. We are looking for a proven cyber security professional, who is able to influence GCHQ’s future 

direction of travel across the full security arena. You will need exemplary leadership skills, and a track record of 

delivering at pace. Our people will look to you for clarity, energy and vision. You will be adept at bringing people together

and influencing senior decision makers, and will be resilient, positive and focussed. If you have the skills, experience, 

energy and motivation to take on this challenge, we would love to hear from you.

Best wishes,

Sir Jeremy Fleming

Sir Jeremy Fleming

Director GCHQ

“Thank you for 
your interest in a 

role at GCHQ”
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Hackers. Terrorism. Organised crime. Our brilliant people use 

cutting-edge technology, ingenuity and wide-ranging partnerships 
to identify, analyse and disrupt threats to the UK.

Our priorities are set by the UK’s National Security Strategy and 

the decisions of the National Security Council, chaired by the 
Prime Minister, as well as the Joint Intelligence Committee.

We always strive to stay one step ahead of those who are 

looking to cause our nation and its people harm. Our focus 

changes as the global threats evolve, and whilst some things 

must remain secret, we are as open as possible about what we 

do.

For example, we are part of the national response to the Covid-

19 pandemic; protecting the NHS, supporting the Government’s 

development of data science and improving our nation’s 

economic resilience. We are also tackling a shifting serious crime 

threat that is looking to exploit the crisis.

“Our role in keeping the UK digital 

homeland safe and prosperous is 

more crucial than ever.”

And our new National Cyber Force (NCF) is helping to transform 

the UK's cyber capabilities to disrupt adversaries and keep the UK 

safe. The NCF (a partnership between GCHQ and the Ministry of 

Defence) draws on expertise from across GCHQ and the wider UK 

intelligence community, the MoD, and the Defence Science and 

Technology Laboratory, under one unified command for the first 

time. This partnership builds on our position of defensive strength 

and gives the UK a world-class ability to conduct cyber operations –

from defending against terrorism, to countering hostile state activity, 
to tackling online child abuse. 

At GCHQ, we operate in a number of locations across the UK, with 
strategic Hubs based in Cheltenham, London and Manchester.

https://www.gov.uk/government/publications/national-security-strategy-and-strategic-defence-and-security-review-2015
https://www.gov.uk/government/groups/joint-intelligence-committee
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.
Our Values

Our values are Integrity, Ingenuity, 

Impact and Teamwork. 

Our work relies on the constant sharing of 

knowledge and the generation of fresh 

ideas. We have a collaborative approach 

that recognises people’s individual 

strengths, respects their expertise and 

enables them to develop a variety of 

innovative solutions.

Our culture allows people to thrive and we 

are confident we can succeed because 

with the right mix of minds, anything is 

possible.

Our Mission Areas

Counter Terrorism - Stopping terrorist 

attacks in the UK and against our interests 

overseas.

Cyber Security - Making the UK the 

safest place to live and do business 

online.

Strategic Advantage - Managing the 

threats from hostile states, promoting the 

UK's prosperity and shaping the 

international environment.

Serious & Organised Crime - Reducing 

the social and financial harm that serious 

and organised crime causes to the UK.

Support to Defence - Protecting Defence 

personnel and assets and supporting an 

integrated approach to fighting wars.

Our Capabilities

Collection - governed by strict legislation, 

we use a range of methods to gather 

communications and data that we believe 

has intelligence value.

Analysis - we analyse the 

communications and data that we collect 

to produce intelligence reports.

Effects - we have a range of online 

capabilities that can lead to real world 

outcomes.
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Job Title: Director Security

Grade: SCS Pay Band 2

Location: This role could be based at any of GCHQ’s Hub locations (London, 

Cheltenham or Manchester). Regular travel will be required, to build and sustain key 

networks. There is also the opportunity to work remotely from other locations at times 

(including from home). 

Salary range: £99,074 to £124,287 plus additional allowances subject to 

meeting qualifying criteria (see Salary and Benefits). 

Contract Type: Permanent

Discretion: Due to the nature of our organisation, discretion is vital. You should 

not discuss your application, other than with your partner or a close family member, 

providing they are British. You should also make them aware of the importance 

of discretion. You should not post on social media sites or discuss your application 

with anyone else at this stage. You will receive further guidance during the recruitment 

process. Please note, you should only launch your application from within the UK. 

The Role

As GCHQ’s Director Security, you will work across the whole organisation to 

ensure GCHQ’s mission can thrive in a secure, safe and protected way. 

You will provide an integrated response and prioritisation of the end-to-end 

security picture, recognising that security risks do not exist in isolation. This 

includes cyber security risk, information risk and physical, personnel, identity and 

sensitive operations security. 

The postholder will act as the Deputy Senior Information Risk Officer and will work 

closely with colleagues in our National Cyber Security Centre, to provide an 

influential focus on cyber security standards, practice and assurance, building on 

our world-leading expertise across GCHQ and benefitting other agencies which 

consume our products.

The post-holder will report to the Director General Strategy (Executive Board 

member, as well as the Senior Information Risk Officer for security on GCHQ’s 

Executive Board) and will be responsible for a multi-million pound budget. 
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The postholder will have responsibility for three main components, each led by a Deputy 

Director:

1. Information and cyber security for GCHQ; strategy, protective, and 

defensive monitoring and response. You will line manage the Chief Information 

Security Officer for the intelligence agencies, providing independent verification of 

information and cyber risk management, standards, assurance, and coordinating 

incident management services across the UK intelligence agencies.

2. Counterintelligence and environmental threat monitoring plus protective, physical, 

operational, identity and personnel security.

3. Vetting frameworks, standards and assurance (via a dotted line into our shared 

service function). The postholder will also work with the GCHQ HR Director on insider 

risk management and use of psychological tools and capabilities within a wider 

business psychology framework.

This role is set against a landscape of rapidly evolving threats, including:

- Increasingly active capable state actors, especially as GCHQ’s scope and value to UK 

prosperity grows.

- Increasing individual threats, as GCHQ becomes more public and transparent across 

the UK. 

- Changes in our technical environment, as we transform our tools and 

architecture. This includes working securely outside of our typical office 

locations, embracing Cloud and AI, and increasing collaboration with defence, 

police and other partners.

- The expected revolution in privacy and identity technologies.

- The need to leverage new predictive tools and psychological science 

evidence to reliably assess suitable employees for national security work.

These increasing and evolving threats mean the postholder will need to justify 

new investments and create new capabilities, in order to keep pace with demand.
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Key Responsibilities:

- You will lead and build the capability of a team of 200+ security and cyber 

security professionals, based around the UK. Our people will look to you for 

clarity, energy and vision. You will be adept at bringing together complex 

strategies into outcomes that inspire and unite people.

- You will have a range of strategies for engaging and influencing senior leader 

decision making across the organisation, including the allocation of finances 

and prioritisation of resources.

- You will directly influence senior decision makers in Engineering and IT across 

GCHQ (and their major suppliers). You will influence security governance 

systems across the whole intelligence agency community, assessing assurance 

and ensuring incidents are managed appropriately.

- Through your wider teams, you will be responsible for assessing and prioritising 

security risks, and addressing all issues and incidents, including major insider, 

physical, identity, cyber and sensitive operation security risks.

- You will be responsible for devising, implementing and assuring standards for 

all security into all core GCHQ platforms and architectures. 

- You will define and evolve GCHQ’s security governance, and continually 

improve our security resilience.

The postholder will be accountable for the prioritisation and allocation of security 

resource against risks and will be expected to raise new risks (and mitigation 

plans) with the Senior Information Risk Officer and Board. This is particularly 

challenging in the cyber security arena, and will require constant development of 

our world-leading capabilities.

This is a highly visible post (including Prime Minister visibility) and the 

postholder’s decisions will have a direct impact on GCHQ’s reputation and our 

partner relationships, both within the UK and globally. The postholder will need to 

be highly credible in the cyber security arena, and adept at building relationships 

and influencing colleagues and stakeholders (especially partner Security 

Directors), including global partners whose cooperation is critical to our mission.

We are looking for a transformational cyber security leader, who is able to 

influence, direct and embed our security agenda, against a landscape of rapidly 

evolving threats. Most importantly of all, you’ll really care about ensuring an 

increased internal focus on cyber security, and will be determined to set GCHQ up 

for further success.

This covers the core responsibilities of the job and you will need to demonstrate 

experience across the breadth of this scope. We expect some responsibilities to 

shift and change as we evolve our organisation and senior leadership structures.
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Sir Jeremy Fleming 
Director GCHQ

Director General

Intelligence and 
Effects

Director General 

Technology

Director General

Strategy

Director General 

IT

CEO 

NCSC

There are five Directors General (‘Executive Director’ equivalents, known as ‘DGs’) who are responsible for the main areas of our organisation.

• DG Intelligence & Effects - responsible for GCHQ's intelligence and effects operations across all five of our mission areas.

• DG Technology - responsible for GCHQ's technical capability that enables it to deliver its mission and for driving the innovation to meet future technological challenges.

• DG Strategy - responsible for GCHQ's overarching strategy, our legal and policy compliance, and our corporate functions such as HR and Finance.
• DG IT - responsible for providing IT services and capabilities.

• CEO NCSC - responsible for the running and delivery of the National Cyber Security Centre, which is part of GCHQ.

This role reports to the Director General Strategy.
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It is important that you give evidence and examples of proven experience 

against each of the selection criteria detailed. 

Essential criteria

You will be assessed against the following civil service behaviours at level 6 

(Director):

- Communicating and Influencing

- Changing and Improving

- Making Effective Decisions

- Leadership

As Director Security:

- You will be a proven Cyber Security professional, who is able to speak with 

credibility to a technical audience. You will be cyber literate through practice, 

but may also hold cyber-related qualifications.

- You will bring a broader credibility and experience overseeing physical, 

personnel and identity security. Although the majority of your time will be 

focused on cyber security, it will be essential that the Director Security has 

credibility across a broad security portfolio. 

- You will have exceptional people leadership skills, and be able to inspire, 

motivate and engage your teams. You will demonstrate proven experience of 

building, leading and developing a team of diverse security professionals, 

with a track record of developing careers internally.

- You will have proven change leadership skills, and will be able to create, 

secure commitment to, and deliver against complex security-related change 

strategies and implementation plans.

- You will have exemplary influencing and stakeholder management skills, and 

be able to influence at senior levels to promote and embed the benefits of 

exceptional cyber security operations. You will need to demonstrate an ability 

to communicate and influence both internal and external stakeholders, 

fostering close working relationships at a strategic and operational security 

level.

- You will be able to demonstrate a commitment to equality, diversity and 

inclusion, and bring a track record of developing inclusive teams in your 
career. 

This is a stretching Director job which could be done in a range of ways. We are 

genuinely open to a range of diverse working patterns, job shares, compressed 

hours, splitting the role for the right candidate(s) or creating a team with 

complementary skills. We would encourage candidates to talk to the hiring 

manager in advance about this and be open about their offer in their 

application.

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/717275/CS_Behaviours_2018.pdf
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Salary:

£99,074 to £124,287, subject to skills and experience. This is in 

addition to:

• National security payment – currently £4,105 per annum (non-

pensionable), subject to meeting qualifying criteria.

• London Pay Addition (if London based), currently £5,500 per 

annum (non-pensionable).

• Potential for future skills based allowances, subject to meeting 

qualifying criteria.

Benefits:

At GCHQ, we are proud of our inclusive working environment that’s 

designed to encourage open minds and attitudes. With tailored 

training and development opportunities, we will enable you to flourish 

in your role. As a Civil Service employee, you’ll be entitled to a wide 

range of benefits.

This includes:

• 30 days annual leave. This is in addition to 8 public holidays and 

a further 2.5 paid privilege days for full time employees.

• Access to learning and development tailored to your role and 

support to gain professional qualifications and certifications.

• An environment that supports a range of flexible working options 

(including a range of working patterns, job share options, and the 

opportunity to work from different locations).

• A competitive civil service pension scheme.

• Generous paid maternity leave, paternity leave and shared 

parental leave options.

• Interest free loans allowing you to spread the cost of an annual 

travel ticket or new bicycle.

• The opportunity to use onsite facilities, including fitness centres 

and staff canteens, where available.

• Occupational sick pay.
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Application 

Saxton Bampfylde Ltd is acting as an employment agency advisor to GCHQ on 

this appointment. Candidates should apply for this role through our website at 

www.saxbam.com/appointments using code AAMARE.

Your application should be completed no later than Midday, 8th February 2022,

and will involve uploading the two documents outlined below:

1) A CV setting out your career history, with key responsibilities and 

achievements. Please ensure you have provided reasons for any 

gaps in employment.

1) A Statement of Suitability (no longer than 2 pages) explaining how 

you consider your personal skills, qualities and experience provide 

evidence of your suitability for the role, with particular reference to the 

criteria and competencies listed in the person specification.

As part of the application process, you will be asked to complete your diversity 

information. All monitoring data will be treated in the strictest confidence. We 

capture this information to monitor our vacancy filling process with a view to 

ensuring that we continue to build a talented workforce with diverse perspectives 

and backgrounds. In addition to diversity information, you will be asked whether 

you wish to apply for the role as part of the Disability Confident Scheme. Further 

information on the Disability Confident Scheme is available in the FAQs.

Candidates will also need to provide information which allows us to sift on your 

eligibility to work for GCHQ. This includes your address history, parental details, 

history of foreign travel, British nationality status, and confirmation of our drugs 

policy.

According to GDPR guidelines, Saxton Bampfylde is only able to process your 

Sensitive Personal Data (racial or ethnic origin, political opinions, religious or 

philosophical beliefs, trade union membership, genetic data, biometric data, 

health, sex life, or sexual orientation) with your express consent. You will be 

asked to complete a consent form when you apply and please do not include any 

Sensitive Personal Data within your CV (although this can be included in your 

covering letter if you wish to do so). 
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Longlist
You will receive an acknowledgement of your application through the online 

process, and the applications will be reviewed by a panel. Panel members will 

not be disclosed in advance, but we strive to ensure that every panel is diverse 

with a minimum of 3 members.

The panel will assess your application to select those demonstrating the best fit 

with the role, by considering the evidence you have provided against all the 

criteria set out in the Person Specification. All candidates will be notified of the 

sift outcome as soon as possible thereafter by Saxton Bampfylde. 

Candidates who are taken forward will have an initial interview with Saxton 

Bampfylde, acting as employment agency advisor on behalf of GCHQ, who will 

assess you against all of the criteria for the role.

Shortlist
The panel will once again review the field, and will select a shortlist of candidates 

to go forward to final assessments. Saxton Bampfylde will notify you of the 

outcome as soon as possible. 

Assessments
If you are shortlisted, you will be invited to take part in a staff engagement 

exercise. The staff engagement exercise gives you the opportunity to present your 

thoughts and have a conversation with a group of employees who may be future 

team members, colleagues or stakeholders. It also gives you an opportunity to gain 

some insight into our culture and values.

The exercise will not result in a pass or fail decision. Rather, it is designed to 

support the panel’s decision making and highlight areas for the panel to explore 

further at interview. Full details of the assessment process will be made available to 

shortlisted candidates.

You may also have the opportunity to speak to the hiring manager, prior to the final

interview, to learn more about the role and the organisation. Please note this is not 

part of the formal assessment process.
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Psychometric assessments
Shortlisted candidates will be asked to complete some online psychometric 

assessments, followed by an interview with an occupational psychologist from 

Saxton Bampfylde. 

Interview
Shortlisted candidates will be asked to attend a panel interview in order to have a 

more in-depth discussion about your previous experience and professional 

competence, in relation to the criteria set out in the person specification. You may 

also be required to prepare a short presentation. Further details of the 

assessment process will be made available to shortlisted candidates. All

interview and assessments will either be conducted face to face, or via video 

conference.

Reserve List
If we receive more applications from suitable candidates than we have vacancies 

at this time, we may hold suitable applicants on a reserve list for 12 months, and 

future vacancies requiring the same skills and experience could be offered to 

candidates on the reserve list without a new competition. We will contact you to 

confirm if your application is to be held on a reserve list.

Offer
Regardless of the outcome, Saxton Bampfylde will notify all shortlisted 

candidates as soon as possible after the final interview. 

Any offer of employment will be subject to successfully meeting the requirements 

of developed vetting checks. Further information on the vetting process is 

included in the FAQs.
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Please note, these dates/locations are indicative only and could be subject to change. We will try to offer as much flexibility as 

possible, but it may not be possible to offer alternative dates for assessments or interviews. You are therefore asked to note the 

timetable below and to exercise flexibility throughout the recruitment process.

Closing Date Midday 8 February 

Longlist meeting w/c 14 February

First round interviews w/c 21 February

Shortlist meeting w/c 28 February

Psychometric assessments 

and interview

w/c 7 and 14 March Virtual- Webex/ Teams

Informal conversation with 

hiring manager

w/c 7 and 14 March Virtual- Webex/ Teams

Staff engagement panels w/c 7 and 14 March Virtual- Webex/ Teams

Final interviews w/c 21 March Virtual- Webex/ Teams
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Can I apply if I’m not currently a Civil Servant?
Yes. This role is open to everyone.

Is this role suitable for part-time working?
This role is available for full time, or flexible working arrangements (including job-

share partnerships). You should discuss your needs with the hiring manager if 

you are invited to interview. 

Will the role require travel?
Some travel will be required for this role, mainly between our Hub locations of 

London, Cheltenham and Manchester, in addition to other sites across the UK.

Where will the role be based?
This role can be based at any of our Hub Locations – Cheltenham, Manchester 

or London. Unfortunately, relocation costs will not be reimbursed.

Can I claim back any expense incurred during the recruitment 

process?
No, unfortunately we will not be able to reimburse you, except in exceptional 

circumstances and only when agreed in advance.

What are the nationality requirements of the role?
This is a reserved post, open to UK nationals only.

Is security clearance required?
Yes. Successful candidates must be willing to undergo developed vetting checks 

before they can be appointed. See our vetting charter.

https://www.gov.uk/government/publications/national-security-vetting-advice-for-people-who-are-being-vetted.
https://www.gov.uk/government/publications/vetting-explained-and-our-vetting-charter/the-vetting-charter
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What is vetting?

Owing to the sensitive nature of our work, we must be satisfied as to the honesty 

and integrity of our people. Successful candidates are therefore required to 

obtain developed vetting (DV). Our experienced team of Vetting Officers handle 

the process, and each case is handled on an individual basis with sensitivity, 
impartiality and discretion.

What will the DV process consist of?

The vetting process involves completing detailed questionnaires, discussing 

these with a Vetting Officer and agreeing references for interview. It is important 

that you provide full and accurate information as any omissions can cause a 

delay to your application. If you are not sure how much detail to provide then 

more is preferable.

Giving misleading information or omitting information during the recruitment and 

vetting process is viewed seriously and would be seen as evidence of 

untrustworthiness. In such circumstances, your vetting clearance may well be 

refused, even though what you were seeking to conceal may not in itself have 

caused a problem. Your vetting clearance could be removed at a later date if the 

misleading information or omission subsequently comes to light.

Some initial vetting questions are included in the application stage and should be 

answered accurately, honestly and in full. Successful candidates will be asked to 
provide further details later in the process.

As this is a senior post, there is a high likelihood you would have access to 

sensitive material. Therefore, as part of the vetting process, you would be subject 

to additional sensitive post checks, which may include a screening interview with 

a psychologist.
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How do you decide who is granted a DV clearance?

The information you provide is carefully considered. Our Vetting Officers are not 

employed to make moral judgements – they expect that people will have had 

varied life experiences and they will take a realistic view of modern life and its 

pressures. They are aware that life can be complicated and any difficulties that 

you have experienced will be carefully considered.

Vetting Officers deal with hundreds of cases each year and are trained to deal 

with any issues arising during the process. Each case is treated individually and 

great care is taken in coming to each decision.

Candidates undergoing vetting are treated impartially and consistently 

irrespective of any disability they may have, or of their gender, marital status, 

age, ethnicity, religious affiliation or sexual orientation. GCHQ is an inclusive 

organisation and values having a neuro-diverse workforce and the vetting 

process reflects this.

We appreciate that many people will have experienced mental health difficulties 

at some point in their lives. No mental health condition will be an automatic bar to 

holding a DV, however, mental health difficulties will need to be fully explored. 

This could include an assessment by an appropriately qualified mental health 

professional.

How long will vetting take?

This varies from post to post. Due to the complexity of our security checks, there 

may be periods of time when you don’t hear from us. Please rest assured that 

this is completely normal, and nothing to worry about. 

Will I get feedback on the vetting outcome?

Successful candidates will be given an unconditional offer of employment when 

their DV has been granted. For national security reasons, or in order to protect 

the confidentiality of independent sources, we will be unable to provide feedback 

on your vetting application.
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Do you offer a guaranteed interview scheme for disabled 

persons?

Yes. As a Disability Confident leader, we will ensure that a fair and proportionate 

number of disabled applicants who meet the minimum criteria for this position will 

be offered an interview. This is known as the Offer of Interview (OOI). This 

includes supporting individuals who have a disability by making reasonable 

adjustments to the recruitment process. We are also able to provide support to 

candidates who require adjustments to the assessment process due to more 

temporary difficulties (e.g. linked to a recent injury). We understand that the 

support required will be unique to every candidate and will work with you to help 

you to identify your individual requirements. If you feel that you may need a 

reasonable adjustment, or if you would like to discuss your requirements in more 

detail, please contact us in the first instance. Please ensure that you complete 

the relevant section of the online application if you wish to apply under the 

Disability Confident/ OOI Scheme. It is not necessary to state the nature of 

your disability.

What reasonable adjustments can be made if I have a disability?

If you are successful in your application, we will work with you to identify 

and provide the reasonable adjustments needed for you to be successful in 

your role.

What do I do if I want to make a complaint?

At GCHQ, we follow the principles of the Civil Service Commission's Recruitment 

Principles, which requires appointment on merit, on the basis of fair and open 

competition. 

If you feel your application has not been treated in accordance with recruitment 

principles, and you wish to make a complaint, you should contact 

SeniorAppointments@gchq.gov.uk in the first instance.

mailto:SeniorAppointments@gchq.gov.uk
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Our organisation is renowned for championing diversity of thought. We know that 

diversity and inclusion are critical to our mission. And we’re confident we can 

succeed, because with the right mix of minds anything is possible.

To protect the UK, we need a truly diverse workforce that reflects the society we 

serve. This includes diversity in every sense of the word: those with different 

backgrounds, ethnicities, gender identities, sexual orientations, ways of thinking 

and those with disabilities or neurodiverse conditions. We therefore welcome and 

encourage applications from everyone, including from those groups that are 

under-represented in our workforce.

We are striving to create an inclusive workplace culture that gives everyone the 

chance to thrive. We are seeking applicants from the widest possible talent pool 

and welcome applications from those working part-time, compressed hours, 

and/or job sharing. We will be happy to discuss how we may be able to 

accommodate different working practices.

You would be part of a group of Senior Civil Servants in GCHQ who act as role 

models not only to those who report directly into them, but to the wider 

organisation. If you’re passionate and personally committed to making a 

difference, and interested in becoming a world-class, inclusive leader, developing 

your career and inspiring colleagues, then GCHQ is the place for you.
Click here to find out more about how we champion diversity and 

inclusion in the workplace.

https://www.gchq.gov.uk/section/culture/diversity-and-inclusion
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Should candidates have any queries about the role or 

the selection process, please contact:

AAMARE@saxbam.com

Please ensure you quote the job title and reference 

number of the post in any correspondence. 

Find out more about GCHQ on the following 

platforms:

mailto:AAMARE@saxbam.com
https://www.instagram.com/gchq/
https://twitter.com/gchq
https://www.gchq.gov.uk/

